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Model-Driven Development for secure information systems
Model-Driven Development (MDD) has been proposed as a
means to support the software development process through the
use of a model-centric approach. Models help us to understand a
complex problem and its potential solutions through abstraction.
Software systems can, therefore, benefit from MDD for their devel-
opment, thus improving productivity, quality, and platform inde-
pendence. MDD can be used to develop high-level (platform
independent) models which can be transformed into more specific
(according to specific platforms) models which can in turn be
transformed into code dependent models. This successive model
transformation provides a basis for mapping between analysis
and design models, and for its traceability.

The Software Engineering community is beginning to realize
that security is an important requirement for software systems,
and that it should be considered from the first stages of its devel-
opment, owing to the fact that its ad hoc integration into a soft-
ware system which has already been developed has a negative
impact on the maintainability and security of the system. Unfortu-
nately, current approaches which take security into consideration
from the early stages of software development do not take advan-
tage of MDD. Security should definitely be integrated as a further
element of the high-level software system models undergoing
transformation until the final code generation, as occurs with the
models’ other components.

This special issue explores current research challenges, ideas
and approaches for employing Model-Driven Development to inte-
grate security into software systems development through an engi-
neering-based approach, avoiding the traditional ad hoc security
integration. We have selected eight high-quality papers which
are aligned with this idea. The chosen papers represent an interest-
ing sample which shows how security can be modeled and inte-
grated into the software development, thus offering better
software solutions.

In order to make the papers in this special issue more accessible
to readers who may not be familiar with this area of research, we
have provided an introduction which reviews some of the most
highly related research, citing some of the most up-to-date and rel-
evant articles.

This introduction is organized as follows. First, the Model-Dri-
ven Development is introduced, describing its basis and its applica-
tions. We then present an overview of how the Model-Driven
Development can be applied to the development of secure infor-
mation systems. Finally, we conclude with a brief summary of
the articles published in this special issue, and with our acknowl-
edgements to all the professionals who have contributed towards
its success.
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1. Model-Driven Development: basis and applications

The ‘‘object” is the head element which has been considered for
the development of software in recent decades. Nevertheless, the
complexity of the information systems that are now being devel-
oped is so great that a change of paradigm is necessary for the
industrialization of software construction. We have therefore spent
several years studying this change of paradigm, through which
software development is guided by the idea of ‘‘everything is a
model”, rather than ‘‘everything is an object” [11]. The goal of this
important change is to attempt to solve (or at least improve) the
historic problems of time, cost and quality in software develop-
ment. Unfortunately, the greater the advances in attempting to
solve this problem, the greater is the complexity of the software,
thus leading to a further increase in the problem.

Model-Driven Engineering is the software engineering disci-
pline which considers models as the most important element
for software development, and for the maintenance and evolu-
tion of software, through model transformation [49]. This disci-
pline offers not only independence between models but also
clearly separates the business complexity from the implementa-
tion details, by defining several software models at different
abstraction levels. Model-Driven Architecture (MDA) [55] is the
approach defined by the Object Management Group (OMG) for
software development under the Model-Driven Engineering
framework.

The four primary goals of MDA are portability, productivity,
interoperability and reusability by means of architectural separa-
tion of concerns and through the complete development lifecycle,
covering analysis and design, programming, testing, component
assembly, along with coding and maintenance [35,48]. MDA is an
approach towards software development which is enabled by
other existing OMG specifications such as the Unified Modeling
Language [57], the Meta Object Facility [54], the Common Ware-
house Metamodel [53], and the Query/View/Transformation [56].

As can be seen in Fig. 1, MDA defines three viewpoints of a sys-
tem, which are modeled with specific models: (i) the Computation
Independent Model (CIM), which is used by the business analyst,
and is focused on the context and requirements of the system
without considering its structure or processing, (ii) the Platform
Independent Model (PIM), which is used by software architects
and designers, and is focused on the operational capabilities of a
system outside the context of a specific platform, and (iii) the Plat-
form Specific Model (PSM), which is used by software developers
and programmers, and includes details relating to the system for
a specific platform [26].

http://www.sciencedirect.com/science/journal/09505849
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Fig. 1. The MDA Development Sequence [26].
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This architecture proposes not only a set of models that repre-
sent the system at different abstraction levels, but also a software
development lifecycle [50] with which to: (i) capture requirements
in a CIM, (ii) create a PIM (it is sometimes possible for part of the
PIM to be obtained from the CIM), (iii) transform the PIM into one
or more PSMs, adding platform specific rules and code that the
transformation did not provide; (iv) transform the PSM into code,
and (v) deploy the system in a specific environment. If we consider
the importance of the model transformation for this approach, then
the definition of metamodels is crucial. Metamodels permit the
formal definition of correspondences between concepts of different
metamodels (e.g. PIM and PSM models), and therefore provide
mechanisms for the definition of model transformation rules.

Model-Driven Development has led to a huge explosion in re-
search, and since the early 2000s the adaptation of Model-Driven
Development to many areas of software development has
emerged. As is stated in Section 3, the area of security has not been
excluded from this explosion.

The most intuitive MDA applications are those used to develop
databases and data warehouses since central MDA models (PIM
and PSM) fit perfectly with conceptual and logical data models.
MDA ideas have been exploited: to redefine the traditional data-
base based application development [38], to develop XML dat-
abases [68], for Object-Relational Databases [67], and even to
evaluate database quality [20]. Moreover, a complete approach
for the development of data warehouses [43,44] has recently ap-
peared, which proposes a goal-oriented model as CIM [45], a
UML profile [42] for the definition of the multidimensional model
of data warehouses as PIM, and an extension of the CWM for the
definition of the relational model of the data warehouse as PSM,
in which the transformations between models are performed
through QVT rules.

The development of Web applications has also evolved to the
MDA approach. In fact, ‘‘Model-Driven Web Engineering” [36] is
the application of the model-driven paradigm to the domain of
Web software development. Various concepts of Web applications,
such as content, navigation, process, and presentation concerns,
are captured by using different models, along with the transforma-
tion between PIM and PSM models [46,47]. Other approaches that
consider MDA frameworks automatically generate WSDL from
UML models [66], automatically generate code from WSDL [72],
and even support the design of collaborative services by using
MDA concepts and Web Services composition techniques [65].

MDA has been also applied to the development of Software
Product Lines [13]. This proposal provides an approach for the
modeling of the commonality and variability of software product
lines such as CIM models, and presents transformation to the more
concrete models (PIM). More details of this proposal can be found
in [12].

Other types of systems, such as embedded real-time systems,
can also be developed using an MDA approach. Some proposals
integrate the typical concepts of this discipline into the MDA mod-
els. For instance, there is a proposal [41] which defines a PIM for
embedded real-time systems, and includes aspects such as active
component, passive component, event component, connector, port,
interface, etc. This PIM can be transformed into one of two possible
PSMs: (i) the Process and Experiment Automation Real-Time Lan-
guage (PEARL), and (ii) function blocks as defined in IEC 61131-5.
Another approach [18], considers a high-level (PIM) modeling
environment for applications, hardware architecture and applica-
tion/hardware mapping, and deployment models (PSM) and other
low-level models (Java, C, C++, Interoperability, SystemC, and
VHDL). This last proposal includes the hardware design within
the proposal, but other MDA-based proposals exist which are
explicitly defined for the modeling of hardware [70].

But MDA has been directly applied not only to the software
development process, but also to other processes, such as hyper-
media document creation, maintenance, evolution, and transfor-
mation, offering not only PIM to PSM transformation, but also
PSM to PIM and PSM to PSM [39].

The majority of MDA research deals with PIM, PSM and transfor-
mation between these models. However, the scientific community
has not expressed much interest in computational independent
models, and few proposals defining CIMs exist (e.g. [58,59]).

2. Model-Driven Development for secure information systems

The use of models for security is not a recent issue. Traditional
computer security, since its beginning, has been based on models
that describe the protection needs of the systems. A security model
provides a semantically rich representation in that it permits the
functional and structural properties of the security system to be
described, and allows the developers to give a high-level definition
of the protection requirements and system policies as well as pro-
ducing a concise and precise description of the desired system
behavior [17]. Typical examples of traditional security models are
the Access Matrix Model [37], the Take-Grant Model [29], and
the Bell and LaPadula Model [9], all of which are usually applied
to operating systems and database security.

However, the philosophy of Model-Driven Engineering when
applied to the development of secure information systems is differ-
ent to that of traditional security models. In this context, security
models are embedded in and scattered throughout the high-level
system models, meaning that these integrated models can be
transformed into implementation models, according to the MDA
strategy.

The scientific community has advocated that security engineer-
ing and software engineering should be integrated [8,14,25,31,
40,51], in order to build robust secure information systems in
which security is not improvised and incorporated once the system
has been completely built [5]. The use of Model-Driven Develop-
ment for secure information systems is one of the most intuitive
strategies through which to achieve this goal.

One of the first and most relevant proposals that integrates
security into the information systems through UML is UMLsec
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[30,31], which can be employed to specify and evaluate UML secu-
rity specifications using formal semantics. After UMLsec, the num-
ber of proposals dealing with the integration of security with UML
and other modeling languages, and with the integration of security
with MDA, have increased considerably.

The term ‘‘Model-Driven Security – MDS” [6] was conceived as a
new approach towards building secure information systems, in
which designers specify high-level system models along with their
security properties and use tools to automatically generate system
architectures from the models, including security infrastructures.
This proposal extends MDA in three aspects (see Fig. 2): (i) the sys-
tem models are enriched with primitives and rules for integrating
security into the development process, (ii) the model transforma-
tion techniques are extended to ensure that these security details
are also transformed, and (iii) the system is obtained, including
the security properties and the corresponding security mecha-
nisms. In order to fulfill this goal, the authors consider dialects
which provide a bridge by defining the connection points with
which to integrate elements of the security modeling language
with elements of the system design modeling language. Within
the context of MDS, the same authors propose SecureUML, an
extension of UML for modeling a generalized role based access con-
trol [40].

The essence of MDS (or security applied together with MDA) is
now present in many research works. One of the most complete
MDS applications is SECTET [3,24], which is a Model-Driven Secu-
rity Engineering framework for B2B workflows. This framework
applies MDS as the basis for many aspects in the framework. Some
of these are as follows: MDS approaches for specifying role and
constraint based access control policies [2,15], MDS engineering
for trust management [1], and even a QVT based domain architec-
ture [24].

UMLsec has evolved, and Model-Based Security can be applied
to it [10,33], thus defining three abstraction levels (requirements,
models, and code), and providing both direct and reverse engineer-
ing, verification, configuration, etc., thanks to a rich set of tools
[32,34].

A further Model-Driven approach architecting secure software
which is proposed in [52] explicitly captures security concerns
(in the form of authorization and obligation security policies) in
the core elements of software architecture, through a lightweight
extension to the UML metamodel.

The application of MDS to the development of secure databases
and data warehouses has also been exploited. In [69], a Model-Dri-
ven approach is presented for the development of secure XML dat-
abases, in which both PIM and PSM are enriched with access
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Fig. 2. Model-Driven Security [7].
control details, and a semi-automatic mapping from PIM to PSM
is defined. Furthermore, a Model-Driven multidimensional model-
ing approach for developing secure data warehouses has been pro-
posed [21]. This approach proposes a QVT and MDA approach,
which is based on a security model for data warehouses [22] and
an extension of UML for modeling secure multidimensional models
[23] as PIM, an extension of the CWM [64] as PSM, and whose tar-
get platforms may perfectly well be Oracle, SQL Server Analysis
Service, and Pentaho.

As has previously been mentioned, the majority of MDS ap-
proaches deal with the integration of security into PIM and PSM
models, with the PIM to PSM transformation, and with code gener-
ation. However, few proposals deal with security in CIM models.
Nevertheless, in [62] we can find an approach which considers
business process models such as CIMs, and which extends the
activity diagram metamodel of UML in order to integrate the ana-
lyst’s view of security when business models are being developed.
Transformation from CIM (business process models) to PIM (use
cases [63] and analysis classes [61]) are also provided by using
QVT.

Models, UML and MDS are also present in aspect-based devel-
opment. In complex systems non functional concerns, such as
security, can be considered as aspects, and Model-Driven Design
can help us to automate the weaving of these aspects [28]. In this
context, an extension of UML for weaving a security aspect into the
formal design framework is provided in [19], and in [71] Aspect-
Oriented modeling with UML is used to enhance systems with
security solutions. Moreover, an MDS approach for developing
security aspects proposes the use of UML models for modeling an
application’s functional properties, including security relevant
information, and then providing automatic model transformation
to generate the platform specific security policies [60].

Access Control models are also affected by this new paradigm:
authUML [4] is a UML-based customization of the Flexible Autho-
rization Framework [27] which is based on logic programming and
which analyzes access control requirements in the requirements
phase of the life cycle to ensure that they are consistent, complete
and conflict-free. We can even find a proposal in which the authors
suggest an MDA architecture with two levels (PIM and PSM) for
modeling fine-grain access control models [16]. Model-Driven Ac-
cess Control (as the authors coin the proposal) is composed of a
Platform Independent Model for Access Control, which models
general access control concepts, such as resources, access policies,
authentication server, etc., and the transformation to three differ-
ent platforms: (i) the OASIS access control model (SAML and
XACML), (ii) the OMG access control model (RAD), and (iii) the Java
access control (JAAS).

3. The articles in this special issue

As a previous review of literature has made evident, both Mod-
el-Driven Development and its application to the development of
secure information systems are at their very peak. Therefore, this
special issue compiles relevant advances in the area of Model-Dri-
ven Development for Secure Information Systems. In some cases,
the papers are evolutions of some of the basis of this discipline,
and in others they present new and interesting approaches.

A brief introduction to each selected paper is presented in the
following paragraphs.

In the first paper, entitled ‘‘Automated Analysis of Security-Design
Models”, by D. Basin, M. Clavel, J. Doser and M. Egea, the authors
show how to automate the analysis of their previously proposed
SecureUML models in a semantically precise and meaningful
way. In this paper, their UML-based models are formalized to-
gether with scenarios that represent possible run-time instances.
Queries about properties of the security policy modeled are ex-
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pressed as formulas in the UML’s Object Constraint Language. The
policy may include both declarative aspects, i.e., static access con-
trol information such as the assignment of users and permissions
to roles, and programmatic aspects, which depend on dynamic
information, namely the satisfaction of authorization constraints
in the given scenario. The authors also show how such properties
can be evaluated, in a totally automatic manner, in the context of
the metamodel of the security-design language. They use examples
to illustrate that their approach can be used to formalize and check
non-trivial security properties. Finally, the authors show that their
approach has been implemented in the SecureMOVA tool, and all
of the examples presented have been checked by using this tool.

The second paper, entitled ‘‘A security-aware metamodel for
Multi-Agent Systems”, by G. Beydoun, G. Low, H. Mouratidis and
B. Henderson-Sellers, relies on the fact that Agent Technology is
considered to be a promising approach for the development of
large, open information systems. The authors argue that the secu-
rity issues surrounding agents must all be resolved together. To
this aim, they propose using Model-Based Security to ensure
the consideration of security from the early stages of the multi-
agent system development process. They argue that the use of
Model-Based Security is independent of any specific methodol-
ogy; rather it allows for security considerations to be embedded
within any situated agent methodology, which would then pre-
scribe security considerations within its work products. They
claim that by using a standard Model-Driven Engineering ap-
proach, these products are initially constructed as high abstrac-
tion models and then transformed into more precise models
until code-specific models can be produced. The authors make a
strong case for the argument that a first step in the development
of modelling languages for agents which takes security issues into
consideration is the definition of metamodels that define security
concepts together with associated agent development concepts.
Therefore, in this paper they define a novel security-aware meta-
model for multi-agent systems. Their approach is focused on the
autonomy, mobility and co-operation of individual agents and
how these create additional security vulnerabilities within the
system. Finally, they provide a case study from the community-
based search domain which is used to illustrate the applicability
of the proposed metamodel.

The third paper, ‘‘An Aspect-Oriented Methodology for Designing
Secure Applications”, authored by G. Georg, I. Ray, K. Anastasakis,
B. Bordbar, M. Toahchoodee, and S.H. Houmb, relies on the fact that
security must be considered in the very early stages of a software
development and that security requirements specified in an ad hoc
manner are not appropriate to that aim. For this reason, in this pa-
per the authors propose an Aspect-Oriented Modeling methodol-
ogy for designing secure applications, in which the functionality
of the application is firstly described by using the primary model.
The next step involves identifying the assets in the primary model
that needs protection. After locating the attacks that threaten the
assets, the authors then model these attacks and the different
application modules as aspects composed within the primary mod-
el to obtain the misuse model. The authors state that if the results
are unacceptable, that is, if they pose a high security risk, then
some security mechanisms must be incorporated into the applica-
tion. The authors argue that this security treated model can be
evaluated to ensure that it is resilient to the given attack. Finally,
the authors show how their proposal can be automated.

The fourth paper, ‘‘A Model-Based Aspect-Oriented Framework for
Building Intrusion-Aware Software Systems”, by Z.J. Zhu and M. Zul-
kernine, argues that security is a highly critical issue for software
systems connected to networks and the Internet, since most of
them suffer from various malicious attacks. The authors also argue
that intrusion detection is an approach through which to protect
software against such attacks made by intruders who normally
cut across multiple modules. The authors claim that these cross-
cutting concerns can be handled by Aspect-Oriented software
development for better modularization. Therefore, in this paper,
they propose a model-based Aspect-Oriented framework for build-
ing intrusion-aware software systems. Firstly, they classify the var-
ious attack scenarios and aspects of intrusion detection by using an
Aspect-Oriented Unified Modeling Language profile. Using this
UML model as a base, the specified aspects of intrusion detection
are then implemented and woven into the target system. In order
to show the applicability of their approach, the authors provide
some experimental results showing that the resulting target sys-
tem will have the ability to detect intrusions automatically.

The fifth paper, entitled ‘‘XRound: A Reversible Template Lan-
guage and its application in Model-Based Security Analysis” is by H.
Chivers and R. F. Paige. The authors begin by arguing that the suc-
cessful analysis of the models used in Model-Driven Development
requires the ability to synthesise the results of analysis and auto-
matically integrate these results into the models themselves. Based
on this fact, in this paper, the authors present a reversible template
language called XRound, which supports round-trip transforma-
tions between models and the logic used to encode system proper-
ties. Furthermore, they describe a template processor that supports
the language, and illustrate the use of this template language
through its application to an analysis workbench, designed to sup-
port the analysis of security properties of UML and MOF-based
models. Finally, and as a result of using reversible templates, the
authors show that it is possible to seamlessly and automatically
integrate the results of a security analysis with a model.

The sixth paper, entitled ‘‘Model-Based Development of Firewall
Rule Sets: Detecting and Diagnosing Errors” by S. Pozo, R. Ceballos,
and R.M. Gasca, claims that the design and management of firewall
rule sets is a highly difficult task because of the difficulty of trans-
lating access control requirements to complex low-level firewall
languages. They also argue that although some high-level lan-
guages have been proposed to accomplish this, none of them has
been accepted as a standard in the industrial world due to the com-
plexity of applying them in real-world cases. Therefore, in this pa-
per, the authors propose a Model-Based Development for firewall
access control list modelling and automatic rule set generation.
After conducting a coherent analysis of the firewall languages most
frequently used in industry, the cornerstone of the work presented
in this paper is the proposal of a Platform Independent Model for
firewall Access Control Languages. The authors also add a verifica-
tion step to their proposal by proposing algorithms (with minimal
and polynomial time complexity) to detect and diagnose inconsis-
tencies in the previously proposed PIM. Finally, the authors con-
clude the paper by conducting a theoretical complexity analysis
and empirical tests with real models, in order to prove the feasibil-
ity of their proposal in real environments.

The seventh paper, entitled ‘‘Experimental Comparison of Attack
Trees and Misuse Cases for Security Threat Identification”, by A.L. Op-
dahl and G. Sindre, argues that a number of methods proposed for
the specification of security in the early stages of the requirement
analysis stage lack a practical study through which to show their
applicability, and therefore, few companies use them in real-world
projects. Thus, in this paper, the authors report on a pair of con-
trolled experiments which compare two methods for early elicita-
tion of security threats, namely attack trees and misuse cases.
Throughout the paper, the authors present the entire basis of their
experiments and the way in which they have been accomplished.
The main finding is that, in the chosen experimental setting, attack
trees were more effective in finding threats, in particular in situa-
tions in which a use-case diagram had not yet been drawn, but that
the participants had similar opinions of both techniques. The
authors conclude by claiming that the study underlines the need
for further comparisons in a broader range of experimental settings
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involving additional techniques, and suggest several concrete
experiments and other investigations for further work.

The eighth paper, entitled ‘‘An Adaptive Security Model using
Agent-oriented MDA and Application to a National Railway Manage-
ment System” is by L. Xiao. In previous works, the author had pro-
posed the Agent-oriented Model-Driven Architecture to associate
adaptive agents with a business-oriented interaction model and al-
low agents to dynamically interpret their behaviour from the contin-
uously maintained model via which the current business needs are
deployed at run-time. In this paper, L. Xiao extends the previous
Agent-oriented Model-Driven Architecture, putting forward a secu-
rity-aware Model-Driven mechanism by using an extension of the
Role-Based Access Control model. In this new approach, both agent
duties and rights are specified in an interaction model describing
the functional roles that they can play to fulfil their functional
responsibilities. Thus, the author proposes an integrated model in
which functional requirements and non-functional security con-
straint requirements are put together, centric in roles. Consequently,
agents can continuously use the re-configurable model to play their
roles in order to fulfil their responsibilities and simultaneously re-
spect the security constraints. The author claims that the major con-
tribution of his method is that of being able to build an adaptive and
secure Model Agent System following the Model-Driven Architec-
ture. Finally, the author shows the benefits of his approach by apply-
ing it to the current British Railway Management System.
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